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1. Online Services Account

Dear parents and carers,

Our school provides access to Department of Education online services. These enhance the
learning opportunities available to students and the range of teaching tools available for teachers
to deliver the Western Australian Curriculum.

I am writing to seek approval for your child to be given access to these online services. The
Department’s online services currently provide students with access to:

* individual email and calendar accounts

e the internet, with all reasonable care taken by central office and schools to monitor and control
students’ access to websites while at school

* online teaching and learning services such as Connect and digital resources

* online file storage and sharing services

* these online services at locations other than school

Please note that while every reasonable effort is made by schools and the Department to prevent
student exposure to inappropriate online content when using Department provided online
services, it is not possible to completely eliminate the risk of such exposure.

You should be aware that the Department has the right to review, audit, intercept, access and
disclose messages created, received or sent over Department online services. Logs of email
transactions and internet access data are kept for administrative, legal and security purposes and
may be monitored. Similar to other corporate records, emails and internet access records are
discoverable in the event of legal action and are subject to provisions of the Freedom of
Information Act 1992. (www.foi.wa.gov.au)

You should also be aware that general internet browsing not conducted via the Department’s
network is not monitored or filtered by the Department. The Department encourages close family
supervision of all internet use by children in locations other than school, and strongly
recommends the use of appropriate internet filtering software. Advice on managing internet use at
home can found on the Office of the E-Safety Commissioner website
(www.esafety.gov.au/iparent).
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2. Acceptable Use Agreement

The following rules set out the expectations and code of conduct for all students using an online
services account and obtaining access to computers and the related internet services at school.

If you use the online services of the Department of Education you must agree to the
tollowing rules:

* Use the school computer only with the permission of a teacher.

¢ Follow all instructions from teachers when using school computers.

* Keep passwords safe and private.

¢ Only use my own online services account.

e I am responsible for anything that happens when my online services account is used.

* Notify my teacher if I think someone is using my online services account.

¢ The Department of Education may see anything I send or receive using the email service.
¢ I will make sure that any email that I send or any work that I wish to have published is
polite, carefully written and well presented.

¢ Use material and information from Internet sites or other sources only if I have
permission to do so and I acknowledge the source of information.

e IfI see any information or images on the computer that makes me feel uncomfortable, I
will tell my teacher straight away.

* Do not reveal personal information, including names, addresses, photographs, credit card
details and telephone numbers of myself or others.

e I will not damage or disable the computers, computer systems or computer networks of
the school, the Department of Education or any other organisation.

I understand that:

¢ I will be held responsible for my actions while using online services and for any breaches
caused by allowing any other person to use my online services account.

¢ The misuse of online services may result in the withdrawal of access to services and other
consequences dictated in Schools policy; and

* I may be held legally liable for offences committed using online services.

If you agree to abide by the acceptable use agreement for school students, you must
complete and sign section 2 of the agreement on the back page.

I understand that if I am given an online service account and break any of the rules in the
agreement, it may result in disciplinary action, determined by the principal in accordance
with the Department’s Behaviour Management in Schools policy.
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3. Student Mobile Phones in
Public Schools

The Department of Education does not permit student use of mobile phones in public schools unless for
medical or teacher directed educational purpose.

For the purposes of this policy, ‘mobile phones’ includes smart watches, other electronic communication
devices, and associated listening accessories, such as, but not limited to, headphones and ear buds.

Motley Primary School recognises that an increasing number of parents/catrers who for safety, security
and/or emergency purposes wish to provide their children with mobile phones. This policy details the
conditions under which mobile phones at permitted at Motley Primary School.

Conditions of Use
The use of mobile phones for all students will be banned from the time they arrive at school to the
conclusion of the school day. This includes before school and break times.

Mobiles phones brought to school by students, must be switched off and taken to the administration
office before the school day begins. They should be signed in each day via the register at administration,
where they will be in safe keeping. Students will then need to report to the office and sign their phone out
at the end of the day.

Exemptions

Students from Kindergarten to Year 6 are not permitted to have mobile phones in their possession during
the school day; unless the student has been granted an exemption, to monitor a health condition as part of
a school approved documented health care plan. Exemptions can only be approved by the Principal.

Breaches of this policy
Breaches of this policy will be managed in line with the Morley Primary School Mobile Phone Policy.
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4. Media Consent

Children’s images and/or their work may be published to recognise excellence or effort. They may appear
in electronic newsletters attached to the school website, or in film or video. Their first names and year
level may be included but no contact details are provided. Work/images captured by the school will be
kept for no longer than is necessary for the purposes outlined above and will be stored and disposed of

securely.

5. Third Party Services

Motley Primary School uses a number of applications and online platforms to support student learning.
Some of these resources are provided by the Department of Education and some come from Third Party
Services. The purpose of these applications are to assist in the implementation of the curriculum, and to
support student achievement and progress.

These providers may store personal information, including name, date of birth and records of student
achievement. Many services use student achievement data to individualise feedback and to differentiate
student learning.

A Third Party risk assessment has been undertaken by the Department for each application and a
catalogue is available to all schools. Those applications deemed to pose a high risk will not be used.

The following third party services are being used in our school, and some require individual consent for
each service. Please read the following attachment and indicate your consent where appropriate. Please

contact the school should you have any questions.

motleyps@education.wa.edu.au
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Requesting consent for Third Party Services

The following services will be used at Morley Primary School. Some services require parents to be notified
of their use and others require bundled consent.

Name of Service:

Apple School Manager & related services ~ Data Location: ~ Offshore (outside
Australia)

Purpose:

Apple School Manager is a web-based portal that helps I'T administrators deploy iPad
and Mac devices, providing students and staff access to various Apple services, 200GB of
non-personal iCloud storage, apps and books.

Information Disclosed:

. Student name e Student email

. Student images e Student username

. Student academic testing e Student gender

° Student grades/performance data e Student class details
° Student geolocation data e School name

. Other student data

Website:

https://school.apple.com/

Terms of Use:

https://school.apple.com/

Privacy Policy:

https://www.apple.com/au/privacy/

Name of Service:

3P Learning (Reading Eggs, Reading Data Location: ~ Offshore (Outside
eggspress Mathletics, Mathseeds) Australia)

Purpose:

Blended teaching software for class, home, and everywhere in between.

Information Disclosed:

e Student name e Student email
e Student date of birth e Student work
e Student year level e School name

e Student responses

Website:

https:/ /www.3plearning.com

Terms of Use:

https://www.3plearning.com/terms/?

Privacy Policy:

https:/ /www.3plearning.com/privacy/?
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Name of Service: Google Workspace for Education Data Location:  Offshore (Outside
Australia)

Purpose: This service is a suite of in-class productivity tools built for teaching and learning.
This review encompasses the following services: Google Gmail, Google Drive,
Google Classroom, Google Assignments, Google Calendar, google Jamboard, Google
Keep, and Google Sites.

Information Disclosed: e Student name e Student email
e Student work/content e Student photos or videos
Website: https://edu.google.com/intl/en au/
Terms of Use: https://policies.google.com/termsrhl=en
Privacy Policy: https://policies.google.com/privacyrhl=en
Name Category Information provided: Terms of Use / Privacy Policy
G Suite Core Productivity tools |Student name, student email, https://gsuite.google.com/terms/education
Services (like References & student work, profile or other terms.html? ga=2.174740843.-
Gmail, Calendar, |Resources photos (optional) and videos (if |875381896.1565147460
and Classroom) users decide to store videos in
and Additional Google drive). https://policies.google.com/
Services (like How the information is used: |privacy?hl=en&ol=au
YO;%;?be’ Maps, G Suite Core Services (like
iﬁ ' ogger). Gmail, C.a.lendar, anFl Clas.sroom) https://edu.google.com/why-
ttps:/ /www. and Additional Services (like google/privacy-
google.com YouTube, Maps, and Blogger). | security/?modal active=none
Where the information is
stored:
Outside Australia
Name of Service: Kahoot Data Location:  Offshore (outside
Australia)
Purpose: Game based learning platform.
Information Disclosed: e Student name e Student email
e Student work/content e School name
e (lass details e Student geolocation data
Website: https://kahoot.com/
Terms of Use: https://trust.kahoot.com/terms-and-conditions
Privacy Policy: https://trust.kahoot.com/privacy-policy/

https://kahoot.com/student-privacy-policy/
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Name of Service: Padlet Data Location:  Offshore (Outside
Australia)
Purpose: An online collaboration tool used to share resources online between educators and
students.
Information Disclosed: e Student name e Student email
e Student work/content e Student photos or videos
e Parent contact information e Student username
e School name
Website: https://padlet.com/
Terms of Use: https://legal.padlet.com/terms
Privacy Policy: https://legal.padlet.com/privacy
Name of Service: Pic Collage Data Location:  Onshore (within
Australia)
Purpose: Creativity app.
Information Disclosed: e Student name e Student email
e Student work/content
Website: https://piccollage.com/
Terms of Use: https://picc.co/tos
Privacy Policy: https://picc.co/ptivacy
Name of Service: Smiling Mind Data Location: Onshore (within
Australia)
Purpose: Mindfulness meditation app developed by psychologists and educators to assist in
good mental health practices.
Information Disclosed: e Student name e Student email
e Student date of birth e Gender
e (lass details e Student behaviour
e School year e School name
Website: https://www.smilingmind.com.au
Terms of Use: https://www.smilingmind.com.au/collection-notice
Privacy Policy: https://www.smilingmind.com.au/ptivacy-polic
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Name
Sphero
https://sphero.com/

Category
Teaching and
Learning

References &
Resources

Information provided:
Staff/teacher: name and email

Student: name, email, date of
birth, work/content, attendance
and photos or videos

Parent: name and contact
information

How the information is used:

Computer Programming and
Robotics Tutor

Where the information is
stored:

Outside Australia

Terms of Use / Privacy Policy
https://sphero.com/pages/ptivacy

https://sphero.com/pages/terms-of-use

Name
Kodable
https://www.kodabl

€.com

Category
Teaching and
Learning

Information provided:
Staff/teacher: name, email

Student: work/content, grades or
performance data

Parent: contact information
Other data: school

How the information is used:
Programming platform

Where the information is
stored:

Outside Australia

Terms of Use / Privacy Policy
http://resources.kodable.com/KodablePP
-pdf

http://resources.kodable.com/KodableT
OS.pdf

Name
Flipgrid, Inc.

https://info.flipgrid.
com

Category

Teaching and
Learning

Information provided:

Staff/teacher: name, email, other
data — user generated content

Student: name, email,
work/content, photos or videos,

How the information is used:

Connecting educators, learners
and families through short video.
Where the information is
stored:

Outside Australia

Terms of Use / Privacy Policy
https://legal flipgrid.com/privacy.html

\

https://legal.flipgrid.com/terms-of-
use.html
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Name of Service:

Tinkercad Data Location:

Australia)

Oftshore (Outside

Purpose:

3D design, electronics, and coding application.

Information Disclosed:

e Student work/content e Student username

e (lass details e School name

Website:

https:/ /www.tinkercad.com/

Terms of Use:

https:/ /www.autodesk.com/company/legal-notices-trademarks/ terms-of-service-
autodesk360-web-services/terms-of-service-for-tinkercad

Privacy Policy:

https:/ /www.tinkercad.com/ privacy

Name of Service: Wonder Workshop Data Location:  Offshore (outside
Australia)

Purpose: Program for Dash and Dot robots.

Information Disclosed: e Student name e Student email

e Student work/content e School name

e Geolocation data

Website:

https://www.makewonder.com

Terms of Use:

https://www.makewonder.com/tos

Privacy Policy:

https://www.makewonder.com/ptivacy/

Name of Service: Ozobot Evo Data Location:  Onshore (Inside
Australia)

Purpose: Educational robots used to teach coding.

Information Disclosed: e Student name e School name

e Student work/content

Website:

https://ozobot.com/

Terms of Use:

https://ozobot.com/terms-of-use

Privacy Policy:

https://ozobot.com/ptivacy
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Name Category Information provided: Terms of Use / Privacy Policy

PAT (ACER) Assessment and | Staff/teacher: name, email, https://www.acet.org/privacy
https://www.acer.or | Testing Student: name, date of birth, https://www.acer.org/online-terms-of-use
au/pat work/content, gender, grades or

performance data, other data
Parent: name, contact
information

How the information is used:
Tests to provide objective, norm-
referenced information about
students’ skills and
understandings in a range of key
areas.

Where the information is
stored:

Within Australia

Name Category Information provided: Terms of Use / Privacy Policy
Code.org Teaching and  |Staff/teacher: name, email https://code.org/tos
https://code.org/ Learning Student: name, email,
work/content, photos or videos,
gender, other

Other data: school, class details,
school year, student username

How the information is used:
Coding, Scripting, Programming;
Online learning, Online courses.

Where the information is
stored:

QOutside Australia

Name Category Information provided: Terms of Use / Privacy Policy
Studyladder Teaching and  |Staff/teacher: name, email and | https://www.studyladder.com.au/about/p
https:/ /www.studvla |Learning other data rivacy
dder.com.au/ Student: name, gender and grades
or performance data https://www.studyladder.com.au/about/t
Parent: name and contact erms
information

How the information is used:
Online educational activities.

Where the information is
stored:

Outside Australia
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Name
Class Dojo

https://www.class

dojo.com/

Category
Teaching and
Learning

School and class

Information provided:
Staff/teacher: name, email

Student: name, email, work/content, behaviour,
photos or videos

Terms of Use / Privacy
Policy
https://www.classdojo.com
/privacycenter/

communication | Parent: name, contact information
How the information is used: https://www.classdojo.com
School communication platform that includes [terms/
student portfolios and behavioural management.
Where the information is stored:
Outside Australia
Name Category Information provided: Terms of Use / Privacy
Zones of References & Student: name, work/content and photos or Policy
Regulation: Resources videos http://www.selosoft.com/pr
Exploring How the information is used: ivacypolicy.html
Emotions App Application to foster self-regulation and emotion
https://www.zon control.
esofregulation.co Where the information is stored:
Sr, Within Australia
Name Category Information provided: Terms of Use / Privacy
Midland School School name, student name, phone number, Policy
Photographers Photography class details, school year, profile or other User Agreement, inclusive of
photos and gender. the Privacy Policy, is available
http: / /midland Additional information will be entered by the |on the vendor’s website and
photos.com.au patent, at his/her discretion, to the school will open in a window.

photographers’ website when ordering photos.
How the information is used:

To provide class and individual student
photographs for purchase by parents.

Where the information is stored:
Within Australia
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Name of Service: Compass Education (including Data Location: ~ Onshore (within
Biometrics) Australia)

Purpose: School management system platform, enabling your school to drive increased
parent engagement, spend less time on administration and more time delivering
great learning experiences.

Information Disclosed: e Student name e Student email

e Student home address e Student photos or videos
e Student telephone number e Student date of birth
e Student gender e Student biometric data

Website: https://www.compass.education

Terms of Use: https://sites.google.com/compass.education/policies/

Privacy Policy: https://sites.google.com/compass.education/policies /privacy

Biometric data: https://sites.google.com/a/jdlf.com.au/policies /biometric-data

Name Category Information provided: Terms of Use / Privacy Policy

Jamf School Apple mobile Staff/teacher: name, email and https://www.jamf.com/privacy/

https:/ /www.jamf.co | device personal information

m/products/jamf- | Management Student: name and email https://www.jamf.com/terms-of-use/

school/ How the information is used:

Apple Mobile Device
Management

Where the information is
stored:

Outside Australia

Name of School Interviews Data Location:  Offshore (Outside
Service: Australia)
Purpose: Online parent-teacher interview, excursion and other event bookings platform for
schools.
Information e Student name e Student email
Disclosed: e Class details e School name
e Parent email
Website: https://www.schoolinterviews.com.au/
Terms of Use: https://www.schoolinterviews.com.au/terms?z=WFyV]h
Privacy Policy: https://www.schoolinterviews.com.au/ptivacy?z=WFyV]h
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Name Category Information provided: Terms of Use / Privacy Policy
Multilit Teaching and | Staff/teacher: name, email, personal | https://multilit.com/terms-of-use/
https://multilit.com/ Learning information, other data
Literacy Student: name, email https://multilit.com /privacy-policy/

Other data: school ) ) )

How the information is used:

Making Up Lost Time in Literacy

Where the information is stored:

Outside Australia
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Parent/Guardian Consent Form

Student name:

Room:

. Permission for an Online Services Account

T have read the Parent Permission and Third Party Services Document

LT give permission for my child to have an online services account
U1 do not give permission for my child to have an online services account

Acceptable Use Agreement

(] My child and I have read the Acceptable Use Agreement and the rules regarding the proper use of an
online services account

Student name:

Student initial: U] I agree to abide by the conditions of use

Student Mobile Phones in Public Schools

[/ My child and I have read the Student Mobile Phones in Public Schools document

[T agree to abide by the conditions of use

4. Media Consent

[T have read the information provided about media consent

[1Yes, I give consent for my child to have their image and/or work published as desctribed above

1 No, I do not give consent

Third Party Services

U1 have read the terms of use and privacy policy for each of the websites listed. I understand
that my child’s personal information, as described above, will be provided to these third party
service providers for the purpose of my child’s education and that this information may be
stored outside of Australia.

LT consent to my child’s information being provided, if required, to each of the above service
providers until the end of Year 6 of his/her schooling at Motley Primary School.

Parent name:

Signature:

Date:
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